Recently, several digital watermarking techniques have been proposed for protecting the copyright of moving image files by hiding data in the frequency domain. In the present study, we applied our method for authenticating a moving image, which uses a discrete wavelet transform for a static image and a method for selecting several frames from a moving image, to a recaptured video. In contrast to digital watermarking, no additional information is inserted into the original moving image by the proposed method.
Introduction
Digital watermarking is a promising method for protecting the copyright of digital data. Several studies have developed methods in which a digital watermark (DW) can be extracted from data, even after compression, and the quality of the digital data remains high after the DW has been embedded. However, there is usually a tradeoff between these two properties. For a useful DW, any distortion it introduces must be imperceptible, and it must be robust to signal processing methods, such as compression or attempts to delete it. Both the processing rate and the complexity of DWs have adversely affected their performance.
In order to overcome these performance issues, we developed alternative authentication methods for digital audio 1 and static images. 2 These methods use a discrete wavelet transform (DWT), and in contrast to digital watermarking, our method for static images 2 does not insert additional information into the original digital data. The authentication is based on features extracted by a DWT and a characteristic code.
In the present study, we will review our method 3 for authenticating a digital moving image; it is a combination of our previously proposed method 2 for static images and a proposed method 3 for selecting several frames from a moving image. As in our method 2 for static images, no additional information is inserted into the original moving image, and it is authenticated by features extracted by a DWT and a characteristic code. We present the results of an experiment in which we evaluated the ability of our proposed authentication method 3 to recapture a moving image. We will describe this method 3 and present the results of the experiment in the following sections.
Observed Phenomenon Underpins the Authentication Method
It has been observed that when a DWT is applied to a natural image, in the histogram of the wavelet coefficients of the multi-resolution representation (MRR), the center of the distribution is very close to zero. 4 We exploited this phenomenon in order to develop an authentication method for a static image. 2 For further information on the DWT, see Refs. 5 and 6.
Authentication Ratio
We set the authentication parameters as discussed below. 2 In Fig. 1 , was chosen so that it divides the nonpositive wavelet coefficients ( in total frequency) into two equal groups, and was chosen so that it divides the positive wavelet coefficients ( in total frequency) into two equal groups. Next, the values of the parameters − , which control the authentication precision, were chosen such that the following conditions were satisfied: 1)
.
2) The value of , the number of wavelet coefficients in , is equal to , the number of wavelet coefficients in , i.e., .
3) The value of , the number of wavelet coefficients in , is equal to 4 T S′ , the number of wavelet coefficients in , i.e., , .
4) .
In the present study, the value of both is the number of wavelet coefficients chosen to create the authentication code for the original image file. 2 As can be seen in equation (1) 
Authentication of a Moving Image
We applied our proposed authentication method 3 to a recaptured digital moving image. We explain the proposed method 3 in this section.
Authentication code
We obtained 10 codes for each moving image segment, each of which had.
Step 
Authentication
We used the method described in Section 4.1 to select frames from moving images. The codes and the flags for the selected frames were obtained using the methods described in Ref. 2 . For a given test moving image and a given moving image in the database, the authentication ratio of the test moving image to the moving image in the database is defined as the largest authentication ratio of any selected frame in the test moving image to any selected frame in the moving image in the database. This is determined for each moving image in the database, and the one with the highest authentication ratio is selected as the assumed original image.
Experiment
We evaluated the performance of the proposed method by conducting a computer experiment. In this section, we present the results.
Method
The experiment was performed in the following computational environment: Dell OptiPlex 3020; CPU: Intel Core i5-4570 3.2 GHz; 4.0 GB memory; OS: Microsoft Windows 7 Professional. The development language was Microsoft Visual C++ 6.0.
The experiment proceeded as follows. We obtained 77 moving image segments, provided as MPEG-1 files, from MUS-CLE-VCD-2007. 7 These were converted from RGB components into YCrCb components, and for each of these segments, we obtained ten codes for Y components. We numbered the segments in the order in which they were recorded and then divided them into 11 groups of 7 members each. We then chose the six segments (Nos. 24, 45, 27, 21, 93, and 91) that recorded the middle amount of time in each group that had the shortest to the sixth shortest recording time among 11 groups. Nos. 24 and 45 were monochrome, and so we replaced them with the two segments that had the most similar recording times, Nos. 100 and 34, respectively. These six segments were displayed on a liquid crystal television screen of Panasonic VIERA TH-19C305, and the moving images were recaptured by a digital video camera (Sony Handy-cam HDR-CX7); they were then saved as MPEG-2 files, followed by cutting useless margin and being saved as MPEG-4 files. Divide all frames into 10 groups for each file by the time from the beginning, and pick up 10 frames per a group by our previously proposed method 3 except the first and last groups in the sense of time from the beginning. This resulted in 80 frames for each recaptured moving image, and these were used for authentication of the 77 segments. We used FFmpeg 8 to output a BMP file for each segment; 24 bits were used for the grayscale level and the image consisted of 256 × 256 pixels. For the DWT, we used Daubechies wavelets. Based on the results of preliminary experiments, we used the LH components obtained from the DWT up to level 4.
Several consecutive frames in which most pixels are black (or most are white) are sometimes inserted into a moving image, because they can be useful for scene transitions. A frame in such a series is neither representative nor unique to that moving image, and if it is selected to be coded, it could damage the ability of the code to authenticate that moving image. Therefore, we used only frames in which the average grayscale level for the Y component was in the range of 5 to 250 (the full range is 0 to 255). Table 1 shows some examples of the authentication ratios obtained in the experiment. In the six moving image segments (Nos. 100, 34, 27, 21, 93, and 91), the average authentication ratio was in the range 71.6% to 74.3% when the recaptured segment was from a different section of the original moving image, but it was in the range of 91.7% to 97.0% when the recaptured segment was from the same segment; see Table. 1. When authenticating the recaptured segment No. 93 against the codes of the original segment No. 17, the authentication ratio was 90.1%. This unusually high authentication ratio was caused by a pair of similar structures, which can be seen in the frames shown in Fig. 2 . An example of authentication by the proposed method is shown in Fig. 3. 
Results and discussion

Conclusion
We applied our proposed authentication method 3 to a recaptured digital moving image in order to evaluate the ability of the method to recapture a moving image. In contrast to digital watermarking, in the proposed method, no additional information is inserted into the original moving image. The experimental results show that the proposed authentication method performs well. 
